
Chapter 5: Auditing and Internal Reviews
This template provides you with the framework for Chapter 5: Auditing and Internal Reviews

5.1
Purpose and Importance
[Insert the name of your enterprise]’s Internal Compliance Program (ICP) is not static and will require ongoing modification and adjustment from time to time based on changes in the regulations generated by [insert name of government agency that serves as the regulatory authority] or emerging business risks.  Regularly scheduled audits or internal reviews are necessary to appraise the integrity of the ICP – across the entire enterprise - by verifying that operational compliance procedures are being implemented properly; reflect [Insert the name of your enterprise]’s stated STC compliance policies, processes, procedures, and objectives ; and are consistent with all applicable STC requirements.
The audit/internal review process will verify that the procedures our enterprise has instituted are correct and being carried out effectively by the appropriate personnel. [Insert the name of your enterprise] could be subject to administrative, civil, or even criminal penalties if there is a breakdown in our system. For this reason it is necessary that an audit/internal review of our Internal Compliance Program is performed every [insert number of months] months.

[Additional Information Here]
5.2
Who Should Conduct the Audit / Internal Review
Audits / internal reviews must be conducted by someone with an adequate understanding of strategic trade control regulations to enable the detection of deficiencies in the Internal Compliance Program and potential trade compliance breaches. Auditors must maintain objectivity and avoid any potential conflicts of interest. Accordingly, [insert the name of your enterprise] will not utilize auditors that have sales, export promotion, or marketing responsibilities. Internal staff serving in an audit capacity should have the independence and flexibility to identify STC compliance deficiencies and be properly authorized to make recommendations about how best to rectify them.
The [insert job title of person responsible for conducting the internal review/audit] is currently responsible for conducting audit/internal reviews of [insert the name of your enterprise]’s internal compliance program.

Contact information for the [insert job title of person(s) responsible for conducting the internal review/audit.] 
[Insert contact information: name, phone numbers, fax, e-mail, office address]
[Additional Information Here]

 [Note: Good internal candidates to perform the audit include: Chief Compliance Officer; legal department; quality control manager; finance manager or accountant; or an individual from middle or senior management. Some enterprises choose to pool their resources and create STC audit teams that are comprised of internal auditors, legal counsel, and experienced compliance personnel. If the enterprise is not large enough to dedicate someone other than the Chief Compliance Officer (CCO) to conduct the review, the CCO can and should conduct the audit].
5.3
When to Conduct an Audit / Internal Review
The first ICP audit will be conducted six months after the implementation of [insert the name of your enterprise]’s Internal Compliance Program. Audits will be conducted at least annually thereafter but could be more frequent due to changes in the laws or regulations mandated by [insert name of government agency that serves as the regulatory authority] or identified compliance risks and vulnerabilities.
Regularly scheduled internal audits will be conducted at all of [insert the name of your enterprise]’s locations. If deficiencies are identified, corrective actions will be taken to rectify them and training programs will be developed and delivered to those departments that are not meeting their obligations under the ICP. 

In addition, spot checks and informal reviews may be performed on a random basis to verify accuracy of work and the effectiveness of STC compliance policies and procedures. The results of these spot checks will be documented and distributed to [insert the name of your enterprise]’s empowered compliance officials and senior management.
[Additional Information Here]
5.4 How to Conduct an Audit / Internal Review  
A review procedure or self-assessment checklist and other techniques will be used to conduct audit assessments of the [insert the name of your enterprise] ICP. The purpose of the audit/internal reviews is: 1.) to identify possible STC compliance violations; and 2.) to determine whether the ICP is being implemented properly and effectively by identifying deficiencies in the day-to-day trade compliance practices, procedures, training, etc. that might need to be rectified.
The “ICP Implementation Aids” section of ICP Guide contains an “audit module” and several “audit self-assessment checklists” that can be used to perform the audit/internal review. [The audit module and self-assessment checklists can be modified and augmented to meet the specific needs of your enterprise.] Use these checklists to ensure that each element of the [insert the name of your enterprise] ICP has been implemented properly and effectively. 
In order to conduct the ICP audit, auditors may employ a range of different information gathering techniques. The [insert job title of person responsible for conducting the internal review/audit] may:
· Interview [insert name of your enterprise] employees, external contractors, and other business partners;

· Distribute a checklist or interview questions to relevant [insert name of your enterprise] personnel;

· Review [insert name of your enterprise]’s current policies and procedures including all written ICP guidelines;
· Review transaction and administrative documents and records. At a minimum, the [insert name of your enterprise] auditor will examine the following records: 

· A current STC policy statement.

· The procedures in the ICP Manual.

· All STC compliance-related communications and correspondences.

· Attendance at STC-related training programs.

· Transaction screenings reports (results, date, and person conducting the screen).

· License authorizations and accompanying documentation related to controlled transactions.

· Records that all licenses are in order and the conditions of the license are being abided by.

· Documentation that verifies that all license requirements associated with a product are furnished to the appropriate parties (e.g. shipping department). 

Internal reviews/audits will assess the following aspects of [insert the name of your enterprise]’s internal compliance program:

· Level of management commitment to STC compliance;

· Quantity and quality of STC compliance personnel;
· Lines of accountability and the quality of organizational communication;

· Due diligence checks and transaction screening practices – from inquiry to shipment;

· The license authorization process and adherence to license conditions;

· The Internal Compliance Program (ICP) Manual;

· The quality and thoroughness of audit procedures; 

· Quantity and quality of training and educational programs;

· Recordkeeping and documentation practices;

· Reporting mechanisms for known or suspected acts of non-compliance;

· Procedures for corrective action and follow-up in the wake of an violation or audit; 
· Procedures for updating the ICP. 
[Additional Information Here].
5.5
How to Draft an Audit Report
Once the audit is completed, [insert job title of person responsible for conducting the internal review/audit] should write a report detailing the processes and procedures examined and providing actionable recommendations for how [insert the name of your enterprise] might improve its ICP in the future. 

The audit report will include the following sections: 1.) An Executive Summary detailing the audit methodology and overview of the key findings; 2.) Findings and Recommendations that will identify compliance risks and vulnerabilities, gaps and inconsistencies, and recommend corrective actions for identified issues. Organize findings in priority order; and 3.) Appendices or annexes that include an interview list (individuals, departments, and business units), a list of all records reviewed, process and/or organizational charts, copies of checklists or interview questionnaires utilized. 
[Additional Information Here].

[Note: Audits should be tailored to the specific activities and circumstances of your enterprise and the trade compliance requirements present in the jurisdiction in which your enterprise operates. If specific screenings are deemed unnecessary by your enterprise, it is recommended this decision be documented in the audit report with an accompanying rationale for omission.]
In all cases, final audit reports should be distributed to [insert title of senior management or empowered compliance officials that are to receive the audit report] If applicable, the audit report may also be shared with the departments and/or business units that were reviewed. [Additional Information Here].

[insert job titles of personnel]


[insert job titles of personnel]


[insert job titles of personnel]


[insert job titles of personnel]

The [title of empowered compliance official, such as the CCO] will maintain all records related to the audit reports.
5.6 How to Develop Post-Audit Corrective Action Plans
In the event that an audit reveals STC compliance risks or breaches, audit recommendations and corrective actions will be implemented in a timely fashion.

For all deficiencies noted in the audit, the [title of empowered compliance official, such as the CCO] will compose a corrective action plan within [60] days addressing the deficiencies.  [Additional information Here].
The corrective action plan will contain the following items: 
· Date of the audit
· Name of person who performed the audit
· Item or ICP elements not implemented properly

· Plan of Action

· Person responsible for implementing action plan 

· Contact Information


· Personnel needed to implement the action plan

· Date of follow-up review
The auditor [add other personnel?] should expect to receive written confirmation when corrective actions have been fully-implemented.

The [title of empowered compliance official, such as the CCO] will maintain all records related to the corrective action plan.

[insert name of records to be maintained]


[insert location of records]

[insert name of records to be maintained]


[insert location of records]

[insert name of records to be maintained]


[insert location of records]

[insert name of records to be maintained]


[insert location of records]

[insert name of records to be maintained]


[insert location of records]
5.7
Summary and Conclusion
The Chief Compliance Officer (CCO) should join any government-sponsored industry-to-government relations forum (such as Technical Advisory Committees, regulatory advisory committees, chambers of industry and commerce, industry associations, export councils, etc.) to provide feedback on government regulatory changes and how they affect the implementation of an ICP. The ICP is an obligation we must perform, but if or when the cost associated with maintaining this program adversely affects our business, we must inform the government. We share the strategic trade control goals of the [insert name of your country] government but we must also remain competitive in our industry.
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